HANDLING OF SECURITY
REQUIREMENTS IN SOFTWARE
DEVELOPMENT LIFECYCLE

DANIEL KEFER, RENE REUTER



@DKEFER







ISSUES



REPEATING MISTAKES



SECURITY DOCUMENTATION



SECURITY BEHIND DEV PROCESSES AND
TOOLING



APPROACH




ALIGN THE PROCESS



SCALE



KISS



SECURITYRAT



Securi

| S

Mento

2. Requirements
ecuntyRA

., Create tickets

eam Queues

Asset Queue




USE CASES

New assets

Production assets









Based on JHipster
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SecurityRAT inherits user‘s rights in JIRA



SECURITYCAT



4 Waoserace ' J\:c QA nstance




Action with selected ~

{3 Create spreadsheet

@ Create slides

Test requirements (BETA)




Test requirements

% Show selected requirements

Application URL

SCM URL

Sonarqube Key




Test results

Confidence
Message

suller omriow anacks

EHL-01




FUTURE PLANS




SECURITYRAT 2.0

https://github.com/SecurityRAT/SecurityRAT/wiki/Version-
2.0-Brainstorming


https://github.com/SecurityRAT/SecurityRAT/wiki/Version-2.0-Brainstorming
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